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Abstract. Today's world is developing at a fast pace, and new technologies appear
every day, the use of which is aimed at improving people's lives. Industry 4.0 involves
automation of all processes and stages of production and helps to increase
interconnectivity. In this context, blockchain is one of the most promising technologies,
which in recent years has confirmed its effectiveness due to the increase in the profits
of companies that use it. This technology makes it possible to significantly reduce the
costs of companies, especially those that are participants in the stock market.
Blockchain ensures high stability and consolidation of positions in the market. At the
same time, blockchain is capable of changing the payment ecosystem by improving the
efficiency of financial transactions around the world. With its help, it is possible for
companies to reduce data processing costs and increase the volume of information
flows. The article analyzes the advantages and disadvantages of this technology, its
prospects, and steps to implement blockchain in business. The purpose of the research
is to investigate the level of use of blockchain technology by Ukrainian companies and
to consider existing global examples. The advantage of using blockchain technology is
that it allows a company to record both sides of a transaction simultaneously in a shared
ledger in real-time, rather than simply keeping verified records of financial transactions
in separate privately created databases or ledgers. The main drawback of blockchain
technology is the lack of a single regulatory framework regulating the use of this
technology.
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INTRODUCTION

Industry 4.0 is significantly changing the way businesses produce, improve and
distribute their goods. A variety of new technologies appeared due to the Fourth Industrial
Revolution. For example, blockchain technologies are already used in various fields of
economic activity. It can be emphasized that the blockchain has gone beyond the sphere of
cryptocurrencies and is being actively implemented in various spheres of business activity.
The volume of expenses for the development of blockchain technologies, according to
experts, amounted to 4.1 billion US dollars at the end of 2020. Therefore, the growth of the
blockchain technology market is 50 % higher than in 2019. This fact looks impressive
against the background of the coronavirus pandemic and the resulting decrease in economic
activity in most traditional industries. There is a possibility that the pandemic has become
catalyst for blockchain technologies, but this issue needs to be studied further. If analysts'
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estimates turn out to be correct, and the industry continues to grow at a rate of 45 % per
year, then by 2024 the number of expenses for the development of blockchain will amount
to $17.9 billion (Ellis et al., 2020).

At the moment, the volume of blockchain spending reaches only 0.1 % of the IT
market, which cannot be considered a significant indicator (Kimani et al., 2020). But the
absolute number is significant, and if we consider that the IT market has existed for more
than 50 years and the blockchain technology market is just forming, and if we compare the
above estimates of the growth of the blockchain market, we can emphasize that the
implementation of blockchain in various fields of activity is an interesting and relevant
subject of scientific research (Gartner, 2021).

The peculiarity of blockchain technologies lies in their transparency, security, integrity
and, most importantly, in the fact that it is practically impossible to falsify. This, in turn,
opens an endless stream of new opportunities for humanity in the field of economy and
security. Big data storage, medical technology, instant money transfers abroad, electronic
voting at the state level, means of exchange and accounting are different opportunities of
blockchain. Today, society is just beginning to realize the scale and value of this
technology, and scientists predict a big boom in the development of blockchain
technologies in a few years. There is a high probability that thanks to the implemented
technologies, traditional banking schemes will be completely pushed out of use. However,
at the nascent stage of technology, it is still quite difficult to unambiguously predict its
impact on the development of the world economy in the future. Therefore, the novelties in
the IT market, namely blockchain technologies, their implementation in business and the
optimization of all possible processes with their help, require further research.

The purpose of the study is to investigate the level of use of blockchain technology by
Ukrainian companies and to consider existing global examples. Following the purpose of
the research, following objectives can be outlined:

e to define the concept of blockchain and its key principles;

e to figure out the main advantages and drawbacks of the blockchain technology.

e to analyze the impact of blockchain on companies in Ukraine and all over the

world.

1. LITERATURE REVIEW

Though the role of blockchain for Industry 4.0 is growing, there are still not enough
scientific publications concerning this issue. Ellis S., Jewell J., Speer J.K. predict that if the
industry continues to grow at a rate of 45 % per year, then by 2024 the volume of costs for
the development of blockchain technologies will amount to $17.9 billion (Ellis et al., 2020).

The Boston Consulting Group (BCG) predicts that the volume of the digital economy
may reach $16 trillion by 2035 (GeSI, 2012), and according to estimates by the World
Economic Forum (World Economic Forum, 2018), digitalization has enormous potential
for business and society and may bring to the world economy by 2025 year in addition to
more than $ 30 trillion income. Other authors wrote that the blockchain is a distributed
database technology based on an ever-growing chain of records (Iansiti & Lakhani, 2017;
Frizzo-Barker, 2020).

Some authors highlighted the main principles of blockchain (decentralization, security,
transparency, immutability), as well as the main tasks in business that can be solved by
blockchain technology (Pisarenko, 2012; Demirkan et al., 2020). Usenko A. singled out the
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main shortcomings of blockchain technologies: irreversibility of transactions, lack of legal
regulation of blockchain operation, "Attack 51" (Usenko, 2018; Beck et al., 2017).

Therefore, the relevance of the topic increases the demand for new researches in the
field. Our study will make the contribution to the existing knowledge by considering
practical issues of blockchain use in business in the context of Industry 4.0.

2. METHODOLOGY

In our study, a variety of research methods was used. We analyzed a lot of sets of
textual or visual data collected from scientific literature and other trustworthy sources. The
comparative analysis was utilized to figure out the differences in blockchain
implementation in the five world-known companies. Analysis and synthesis were also
applied to determine the key advantages and drawbacks of blockchain use in business. The
authors also employed the analogy method to demonstrate the similarities and peculiarities
of blockchain compared to other disruptive technologies. In the research, we also provide
statistical data and develop its basic analysis.

3. RESULTS

Blockchain is a distributed database technology based on an ever-growing chain of
records. At the beginning of its existence, it was used in cryptocurrencies, namely in Bitcoin
technology, because it made it possible to conduct chain transactions with a high level of
protection against falsification and forgery or theft of data, as well as enough high speed of
transaction processing (lansiti & Lakhani, 2017). The main innovation of the blockchain is
the ability to create not only something related to cryptocurrencies but any service based
on this technology. Blockchain-based business models may vary, but nevertheless, they all
share important attributes such as transparency, security, integrity, and efficiency that set
them apart from all other technologies. The following principles of blockchain technology
are distinguished: decentralization, security, transparency, and immutability.

According to these principles, blockchain technology allows solving many tasks in
business (Pisarenko, 2012):

e compromise when concluding an agreement with unreliable parties.

e there are few risks in blockchain technology. The algorithms are built in
such a way that each block is linked to the previous one and when a new
one is added (which is confirmed by each participant), the register is
automatically updated;

e reduction of commission costs.

e blockchain technology significantly reduces business costs due to the
absence of intermediaries;

e ensuring complete confidentiality.

To break the blockchain, you need access to the millions of computers involved in the
network. It is technically almost impossible to do this. If we consider the application of the
blockchain in the organizational and management activities of the enterprise, then the
blockchain is a rather convenient tool for storing and distributing information (not only
financial).

One of its advantages is that the decentralization of data storage provides greater
reliability (security) than in the case of a centralized system (Usenko, 2018). Due to the
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decentralization of storage, the reliability of the data transmission system is increased, the
receipt of information by all interested parties at the enterprise does not require a centralized
server, allowing to preserve information exchange even in the event of a temporary failure
of the server equipment.

Also, an important advantage of blockchain technology in the field of data storage is
its protection against possible modification due to the protection due to the very nature of
the blockchain: the next added block cannot be changed afterwards. Thus, the main
direction of non-financial use of blockchain technology at the enterprise is information
support of the enterprise's activities, in particular, information support of organization and
management processes.

The main advantages provided by the implementation of blockchain technologies are
shown in Fig. 1.

(" ) |  There is little risk in blockchain. Each block of the system is linked )
Security of to the previous one and cannot be removed or replaced. This means
transactions that you cannot be afraid that your counterparty will not fulfill its
\_ ) obligations. )
s N N
- *Blockchain is a technology. It cannot be bribed or deceived, and
Incorruptibility there is no such thing as the "human factor".
§ J J
( ) . o )
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J
. N : ‘ N
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( ) )
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Complete privacy have simultaneous access to hundreds and thousands of computers
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Fig. 1. The advantages of the blockchain use (created by the authors).

The main obstacle to the use of blockchain is the extremely high degree of volatility of
cryptocurrencies. Although there are examples of their use that have gained wide
popularity, first of all, the $1.5 billion purchase and the announcement of Tesla's intention
to use bitcoins as a means of payment (Forbes, 2022). From this successful move and the
jump in the cryptocurrency exchange rate caused by it, Tesla received a multibillion-dollar
profit, which is not related to its core business and is recorded in the financial statements as
non-operation income. These revenues are determined solely by the ratio of supply and
demand for the cryptocurrency token.
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The disadvantage of blockchain technology is the lack of a single regulatory
framework regulating the use of this technology. This causes the level of trust of the users
of the technology to be significantly lower. A more detailed list of shortcomings is
presented in Fig. 2.

Every operation is irreversible, so if the transaction was made even by mistake, it is
impossible to change and return it

"Attack 51" - if more than half of the power will belong to one device, the integrity
of the chain is violated

Lack of legal regulation of blockchain operation. There are no established standards
— | and levels of compliance. Until the technology reaches certain limits, this will
significantly limit its implementation. As soon as the rules of the game become clear
and legal regulations are developed, large capital will begin to enter the industry, it
will become easier to perform operations to convert cryptocurrency into fiat money,
the market will become closer to the classic securities market

Drawbacks of blockchain

Blockchain involves the use of powerful computing technology, which increases the
cost of conversion and cuts off a significant number of potential users

Fig. 2. The drawbacks of the blockchain use (created by the authors).

At the beginning of July 2020, the consulting company Deloitte summarized the results
of a global survey and concluded that blockchain from an experimental technology is
turning into a strategic priority for organizations. About 1500 senior executives in 14
countries took part in the survey, with 39 % of companies have already moved their
blockchain pilot projects into production, compared to just 23 % in 2019. Moreover, 83 %
of respondents in a Deloitte survey believe that they will lose a competitive advantage if
they do not use blockchain. In 2019, only 77 % of respondents thought so.

The study revealed that blockchain projects are becoming an investment and strategic
priority for many companies. Almost 90 % of respondents said that digital assets will
become "very important" or "somewhat important" to the development of their industry in
the next three years. At the same time, 82 % of respondents said that they hire or plan to
hire employees who have already worked with blockchain projects (Enterprise, 2020).

Before involving blockchain technology in your business, it is important to analyze the
characteristics and in general the possibility of implementing these technologies.

Any blockchain business idea should always consider three key factors:
— the value of blockchain technology;

— short-term return on investment in terms of growth;

— an individual plan for long-term action.

Many entrepreneurs are currently wondering how to correctly and expediently
introduce innovative technologies into their businesses. The main steps of introducing
blockchain technologies into business are shown in Fig. 3. It is important to mention that
all these steps are flexible, and the team can return to any of previous stages if needed.
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1. Define the main problem and specify the goals

* Take a close look at the business and identify a problem that can
leverage blockchain capabilities.

» Come up with a use case that will make the technology useful.

* Determine the goals to be achieved after implementing blockchain
technologies

2. Develop proof of concept

* Brainstorm with the team to make the right decision.
* Develop a proof of concept after brainstorming.
* Develop an implementation schedule

3. Test the solution

 Create a prototype to support the concept
* Check out the blockchain solution
* Evaluate all advantages and disadvantages and try to polish them.

4. Unveil the blockchain solution

* Carry out test actions
» Make sure that the solution meets all the criteria.

Fig. 3. The main steps of introducing blockchain technologies into business
(created by the authors using (Imena, 2020).

For example, a supply chain business may initially structure its blockchain business
strategy to focus on reducing operational costs. In turn, this technology can help eliminate
inaccuracies in the delivery process, as well as product loss, and, accordingly, reduce the
time of its delivery.

Cost reduction is one of the most important and successful short-term goals as a way
to achieve a return on investment through the use of blockchain technology (Nowinski &
Kozma, 2017). For greater success after involving blockchain technologies in business, it
is important to use the technology for one specific issue. Instead of trying to use the
technology for all activities, businesses should configure the blockchain business strategy
to focus on one problem. As an example of such an application, we can describe the
experience of the five largest companies on the American stock market.

Table 1. Five world-famous companies that use blockchain technology in their
activities (created by the authors using (Koybichuk & Rozhkova, 2020)

Company About the company How it uses blockchain
Amazon A retail company that is This company started implementing blockchain as
known throughout the world | one of the first in the world market. It does not only
for selling mass-produced use it in its activities but also supplies its
goods on the Internet developments for the use of blockchain in other
enterprises
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Meta The company has two largest | This company uses blockchain to protect its users,
social networks (Facebook as well as for effective advertising activities
and Instagram), which are
popular all over the world
Nestle A Swiss company engaged The company uses blockchain to research the
in the production of food wishes of customers, analyze their individual needs
products and adjust production to each region, which can
significantly increase profits
Oracle The largest software When developing its databases, this company uses
developer in the world blockchain algorithms, which increases the
competitive advantage of their products
Visa The world's largest payment | Blockchain technology is used to reduce
system. cybercrime and protect customers, as well as enable
payments around the world, which brings additional
revenue

Ukraine is also on the list of leaders in the implementation of blockchain technology
in the public sector, together with such developed countries as the USA, Canada, Brazil,
Australia, Israel, UAE, Georgia, Estonia, the United Kingdom, France, Germany, and
Sweden. Implementation of distributed ledger technology began in 2016 and is gradually
gaining momentum. It is expected that soon, new blockchain-based projects will appear in
both the public and private sectors because the introduction of information technologies
into the activities of economic entities will significantly modify the business processes of
their information provision and management. According to official statistics, 95.5% of
enterprises in Ukraine use computer technologies in their activities; 32.8% of the average
number of employees use computers and 82.6% of them have access to the Internet; 98.1%
of enterprises have access to the Internet (Rada, 2018). Therefore, Ukrainian companies
have significant opportunities in blockchain adoption and overall business digitalization.

CONCLUSION

Industry 4.0 changes the way companies and national economies function. New
disruptive technologies, including blockchain, are quite promising because of a variety of
opportunities they offer. Managers will not have to hire a large staff of employees to collect
all the necessary information. Also, companies will not have to spend a lot of money on the
purchase of consulting services. All this will lead to the fact that organizations will have
more free money at their disposal, which they can direct to the development and expansion
of business, and this will have a very positive effect on the Ukrainian economy in general.
In addition, there will be an opportunity to eliminate potential violations in the tax field.

Today, in Ukraine, blockchain has found its application mainly in the financial sphere.
Thus, on its basis, the register of bank guarantees works. This register accumulates and
provides information on issued bank guarantees and serves the provision of new
guarantees. In addition, on the basis of blockchain technology, a register of transactions
with securities has been created. With the help of this register, reports on concluded
agreements are compiled.

Therefore, blockchain is an important modern achievement, the scope of which is
constantly expanding. Caution in the use of blockchain technologies is due to the need to
further study the risks of their operation and the peculiarities of adaptation in the conditions
of the national economy. Despite a large number of advantages, not all possible features of
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the blockchain have been fully explored. But it is possible to confirm the effectiveness of
the blockchain and predict a great future for it.
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